Job Description VITAL

Job Title: IT Build Engineer

Responsible to: IT Service Desk Team Leader

Job Purpose:

The IT Hardware Build Engineer is responsible for the preparation, configuration, testing, deployment and
recovery of IT hardware used by employees across the organisation. The role covers laptops, desktop
computers, tablets, mobile phones, monitors, docking stations, printers, mobile connectivity devices, non-core
routers and associated peripherals. The role may also occasionally involve the physical preparation or
installation of server hardware under the direction of the Infrastructure team.

The successful candidate will have previous practical experience of building, configuring and troubleshooting
business IT equipment. They will ensure that equipment is securely configured, fully tested, accurately
recorded and ready for use before deployment. This is a hands-on technical role focused on reliable
operational delivery.

Key Accountabilities [main duties]:

+ Build, configure, test and deploy laptops, desktops, tablets, mobile phones and other end-user computing
equipment.

» Prepare monitors, docking stations, keyboards, mice, headsets, printers, scanners and associated peripherals
for deployment.

+ Configure mobile broadband routers, MiFi devices, SIM-enabled equipment and other non-core connectivity
devices.

» Occasionally assist with the physical preparation, racking, installation, cabling or replacement of server
hardware under the direction of the Infrastructure team.

* Install approved operating systems, applications, drivers, firmware and hardware components.

 Enrol and configure devices using Microsoft Intune, Windows Autopilot and other approved deployment tools.

+ Create or update user and device records in Active Directory, Microsoft Entra ID, Microsoft 365 and relevant
management systems.

» Complete the technical elements of joiner, mover and leaver processes.

+ Carry out pre-deployment testing to confirm hardware, software, connectivity and peripherals operate correctly.

» Ensure devices meet company build, security, encryption, patching and configuration standards before release.

» Diagnose and resolve hardware faults, failed builds, device enrolment issues and software installation
problems.

» Upgrade or replace serviceable components such as memory, storage and batteries where appropriate.

» Securely erase, rebuild and prepare returned equipment for reuse.

+ Identify equipment requiring repair, warranty return, recycling or secure disposal.

» Receive, inspect, record, label and store new IT equipment.

» Maintain accurate asset records, including serial numbers, asset tags, assigned users, locations, warranties
and equipment status.

* Manage build stock, accessories, spare equipment and replacement devices, including regular stock checks.

» Ensure equipment is packed appropriately and issued or shipped safely to users and company locations.

* Maintain build guides, checklists, hardware records, knowledge articles and standard operating procedures.

* Manage assigned build requests and meet agreed onboarding, replacement and deployment deadlines.

« Communicate delays, equipment shortages, missing information and technical risks to the appropriate teams.

+ Support hardware refresh programmes, office moves, project mobilisation, site setups and bulk device
deployments.

» Follow company procedures relating to data protection, equipment security, manual handling, electrical safety
and secure disposal.

» Undertake occasional planned out-of-hours work where required for deployments, office moves or equipment
replacement.

Education/ Qualifications:
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Experience:
* A minimum of two years’ practical experience in an IT hardware build, deployment,
desktop support or field-service role, or equivalent demonstrable experience.
* Previous experience building, configuring and troubleshooting laptops and desktop
computers in a business environment.
» Experience managing multiple device builds and working to fixed onboarding or
deployment deadlines.

Education:
* GCSE English and Mathematics at grade 4/C or above, or equivalent competence
demonstrated through relevant work experience.
Desirable Qualifications:

+ CompTIA A+, Network+ or an equivalent hardware or technical support qualification.
* Microsoft Fundamentals or endpoint-related certification.
+ ITIL Foundation, apprenticeship, BTEC, NVQ, HNC or equivalent IT qualification.

| Core / Technical / Safety Competencies

Essential Technical Knowledge and Skills:

+ Strong practical knowledge of laptop, desktop and peripheral hardware, including fault
diagnosis and replacement of serviceable components.

» Experience installing and configuring Windows 11, device drivers, firmware and approved
business applications.

+ Practical experience preparing tablets, mobile phones or other mobile devices.

» Working knowledge of Microsoft Intune or another device-management platform.

» Working knowledge of Active Directory, Microsoft Entra ID and Microsoft 365 user and
device administration.

+ Basic networking knowledge, including IP addressing, DNS, DHCP, Wi-Fi and mobile
connectivity.

+ Experience using an IT service-management and asset-management system.

+ Experience maintaining accurate stock, asset, warranty and equipment-assignment
records.

+ Experience securely wiping, rebuilding and redeploying returned equipment.

+ Understanding of endpoint security principles, including encryption, patching, antivirus and
device compliance.

+ Ability to follow build instructions, complete detailed quality checks and produce accurate
technical records.

« Ability to safely lift, move, unpack and install IT equipment.

Desirable Technical Knowledge and Skills:

* Windows Autopilot experience.

» Experience using NinjaOne or another remote monitoring and management platform.

» Experience configuring Android and Apple mobile devices, including Apple Business
Manager.

+ Experience configuring mobile routers, MiFi devices and SIM-based equipment.

+ Experience supporting office moves, remote sites or project mobilisation.

» Experience preparing, racking or physically installing server hardware.

+ Experience with printers, scanners, meeting-room or audio-visual equipment.

+ Basic PowerShell knowledge.

» Experience managing manufacturer warranties, supplier returns and secure IT equipment
disposal.

« A full UK driving licence where travel between company offices or project sites is required

| Personal Qualities |

» Works accurately and consistently when completing repetitive or high-volume deployment
work.

+ Takes ownership of tasks and follows them through to completion.

» Organises workload effectively and meets fixed onboarding and deployment deadlines.

+ Identifies missing information and resolves or escalates issues proactively.

« Communicates clearly with technical and non-technical colleagues.

* Remains calm and methodical when priorities change or urgent builds are requested.

+ Demonstrates a high level of confidentiality, tact and diplomacy.
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+ Works effectively without constant supervision and understands when escalation is
required.

+ Collaborates effectively with the Service Desk, Infrastructure, Security, HR and operational
teams.

| General Competencies

» Understands the importance of standardisation, repeatability and quality assurance in
hardware deployment.

» Understands business priorities and the operational impact of delayed or incorrect
equipment provision.

* Maintains awareness of relevant existing and emerging end-user hardware technologies.

» Contributes practical suggestions to improve build quality, turnaround times and asset
accuracy.

| Safety Competencies

* Follows safe manual-handling practices when moving, unpacking or installing IT
equipment.

+ Carries out visual checks of equipment, power supplies and cables before deployment.

* Maintains safe and tidy build, storage and installation areas.

* Reports damaged, unsafe or potentially hazardous equipment in accordance with
company procedures.

| Technical Competencies

 IT hardware build, configuration and deployment.

» Hardware fault diagnosis and component replacement.

* Mobile-device and non-core connectivity-device configuration.
+ Asset, stock and equipment lifecycle management.

* Endpoint security and build-standard compliance.

+ IT support, time management and technical documentation.

| Management System Accountabilities

+ Comply with company policies, procedures and management-system requirements
relevant to the role.

+ Maintain accurate and auditable records for equipment builds, assignments, repairs,
returns and disposal.

+ Protect company and personal information in accordance with data-protection and
information-security requirements.

* Report incidents, risks, non-conformances and opportunities for improvement through the
appropriate channels.
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