Job Description VITAL

Job Title: Lead Cyber Security engineer

Responsible to: | T Director

Staff Budgets
Responsible for: ves No

Job Purpose:

Reporting to the [T Director, the Lead Cyber Security engineer will have a passion for cyber security along
with a desire to relentlessly champion best practices. The role is responsible for implementing, configuring

and guiding the evolution of security. The Suitable candidate will be expected to possess strong
motivational skills, with the ability to work on their own initiative. This role would suit a
person who wishes to develop their existing skills and make their mark in an expanding
and invigorating organization

Key Accountabilities [main duties]:

e Management and tuning of security tools

e Vulnerability assessment and remediation tracking

e Population of Infosec questionnaires / RFI’'s

e Support implementation of security controls

e Contribute to security policies, standards and procedures.

e |ead security audits

e Drive a culture of security awareness across the business through training and
communications

e Out of hours work will be required.

Education/ Qualifications:

Education:

e Atleast5 GCSE’s
Qualifications:

e Comptia Network+, Security+

e Working towards CISM

Core/ Technical/ Safety Competencies :
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Knowledge:

e Strong understanding of core security technologies
e Hands on experience with
e Extensive NGAV experience (Crowdstrike preferred)
e Information Security standards (CE+, ISO27001, IEC62443)
e Data Protection knowledge (GDPR)
Personal Qualities
e Excellent Problem-Solving skills
e Attention to detall
e Self-Discipline
e Passion for Technology
e Good Oral and Written Communication Skills
¢ A high level of confidentiality, tact and diplomacy
e Confident manner, with ability to work to deadlines, whilst remaining
focussed

e A full UK driving licence

General Competencies
e Understand existing and emerging technologies.

e Information Security Experience (4X Years)

Managerial Competencies
e Strong communication and leadership skills

¢ Project Management

Safety Competencies

® Na
® Na
® na
® Na

Technical Competencies
e Strong troubleshooting skills

e NGAV/SIEM/SOAR/ZTNA/
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e Time Management
e [S0O27001, CE+, IEC62443

Management System accountabilities
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